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Algebraic Formal Modelling for FTP
Study on FTP Active Mode and Passive Mode
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FTP behaviour
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Executing a command in
FTP Active Mode

FTP Client FTP Server

[s: list directory
get: download file
put: upload file

PORT, IP address, port Y

FTP SESSION: Sequence of Events

1.- Establishing 1nitial control connection

FTP Client FTP Server
TCP SYN
Port X »] Port 2]
TCP SYN ACK
Port X Port 21
TCP ACK
Port X »1 Port 21

Port X Port 21
Port X F1P 200 Port 21
Port X LIST, I;]:i;}i 0(1; STOR Port 21
Port X > Port 21
Port Y TCPSYN Port 20
Port Y TCP SYN ACK Port 20
Port Y TCPACK Port 20
Port Y FTP Data segments and ACKs Port 20
Port' Y TCPFIN Port 20
Port Y TCPACK Port 20
Port Y TCPFIN Port 20
Port' Y TCPACK Port 20
Port X F1P 226 Port 21

Executing a command in

FTP Passive Mode

FTP SESSION: Sequence of Events

2.- Requiring login credentials
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Structure of communication messages

Each entity may send (s, ) or receive (r,) a message
through one of the channels,

channel 1

J

carrying 3 arguments: T~
e source port channd 0 _)[ U:er J ( Sell’3ver
* destination port ~~_

channel 2

* payload information

Control communication setup modelling

User:

A, =r, (start)-A4,

A, =s,; (eph,21,S5YN)-A,

Ay, =r,(21,eph, SYN-ACK) A,
A.=s; (eph,21,ACK) A,

Server:

B,=B8B,

B, =r,(eph,21,SYN)B,

B, = s,(21,eph,SYN-ACK) B,
B, =r;(eph,21,ACK) B,

External Behaviour
77 (Ou(4y||By) = N/A

Non-Deterministic Interaction
Ou(Ayl|By) =1y (start)-(4,||B,)

Oy(A,||B,) = ¢, (eph,21,SYN)-(4,/|By)
Oy(A4,||B,) = ¢, (21,eph,SYN-ACK)-(4 ||B.)
Ou(A.||B,) = ¢, (eph 21, ACK)(4,|| B,

This action does not
make any difference
neither on the server
nor the client side

FTP Client FTP Server
FTP 220
Port X Port 21
Port X ( prompt for user ) Port 21
Port X USER »1 Port21
FTP 331
Port X Port 21

Port X
Port X

G)rompt for passwor(D

PASSWORD ol Port 21

FTP 230
Port 21

FTP SESSION: Sequence of Events

3.- Establishing and tearing down a new
data connection for each command run

»FTP Active and Passive mode do it different

FTP Client FTP Server

command passive

[s: list directory

get: download file

put: upload file
Port X PASY Port 21
Port X ETP 227-PASV OK, IP add, Por Port 21
porix | LSLRETRorSTOR )y
Port X Port 21
Port Z TCPSYN Port Y
Port 7 TCP SYN ACK Port Y
Port Z TCPACK Port Y
Port 7 FTP Data segments and ACKs Port ¥
Port Z TCPFIN Port Y
Port Z TCPACK Port Y
Port Z TCPFIN Port Y
Port Z TCPACK Port Y
Port X 1P 226 Port 21

Is command in FTP Active Mode

Non-Deterministic Interaction:

Oy(4,||B,) = ¢, (eph,2],PORIx],xZ,xS,x4,x5,x6)'(Aj| |B])
Ou(A||B) = ¢, (21,eph.200)-(4,] B

Ou(A,||By) = ¢, (eph,21,LIST)-(4]|B)

Oy(A4,||B) = c, (21,eph,150)-(4,]||B,) + c2 (21,eph,550)-(A,||B,)
Oy(A4,||B,) =c, (20,eph’,.SYN)-(A,||B,) + c2 (20,eph’,425)-(4,||B,)
Oy(4,||B,) = ¢, (eph’,20,SYN-ACK)-(4,||B,)

Iy(4,l|1B,) = ¢, (20,eph’,ACK)(4,||B,)

Oy(4,||B,) = ¢, (20,eph’.,FTPDATA)-(4,||B,)

Iy(4,l|B,) = ¢, (eph’,20,FTPACK)-(4,||B,) +

+c, (eph’,20,426)-(4,||B;)

Oy(A4,||B,) = ¢, (20,eph’,FTPDATA-FIN)-(A,||B,)

Ou(4,||By) = ¢, (20,eph’, FIN)-(4,||B)

O,(A|1B) = ¢, (eph’,20,ACK)-(4,|B,)

O4(4,]1B,) = ¢, (eph’ 20,FIN)(A|B)

Ou(A)|B,) = ¢, (20,eph’, ACK)-(4,||B,)

Oy(A4,||B,) =c, (21,eph,226)-(4,||B,) + c2 (21,eph,451)-(4,||B,)

FTP SESSION: Sequence of Events

4.- Tearing down the control connection

FTP Client FTP Server
command: bye )_>

Port X QUIT »1 Port 21
FTP 221

Port X Port 21
TCP FIN

Port X Port 21
TCP ACK

Port X »] Port 21
TCP FIN

Port X »] Port 21
TCP ACK

Port X Port 21

o

State diagram for FTP

connection

Comecton | 3ETVP Login
CLOSED ' (redentia

FAILURE

comnection teardomn

ACTIVE

Acoessto
command

§

Is command in FTP Passive Mode

Non-Deterministic Interaction:

Ou(A|B) = ¢, (eph 21, PASV)-(4] B)

Oy(4|B) = ¢, (21,eph,227,x1,x2,x3,x4,x5,x6)(4,|| B;)
O,,(A,]|By) = ¢, (eph,21,LIST)-(4,||B)

Oy(4,||B) = c, (21,eph,150)-(4,||B,,) + c2 (21,eph,550)-(4,||B,)
Ou(A,l1B,) = ¢, (eph”eph’,SYN)(4,]|B,) +

+ ¢, (eph”,eph’,425)-(4,||B)

Oy(4,||B,) = ¢, (eph’,eph”,SYN-ACK)-(4,||B,)

Iy(4,|1B,) = c; (eph”,eph’, ACK)-(4,||B,)

Oy(4,||1B,) = c, (eph’,eph”,FTPDATA)-(4,||B,)

Oy(4,|1B,) = c; (eph”,eph’ . FTPACK)-(4,||B,) +

+e; (eph”,eph’426)-(4|B)

Oy(4,||B,) = c, (eph’,eph”,FTPDATA-FIN)-(A,||B,)

O(A,||B) = ¢, (eph’.eph”, FIN)(4,|B)

Ou(AIB) = ¢, (eph”,eph’.ACK)(4,||B,)

O(4,]1B,) = ¢, (eph”,eph’,FIN)-(4,||B,)

Ou(A,|IB,) = ¢, (eph’,eph”, ACK)(4,||B,)

Oy(4,||B,) =c,(21,eph,226)-(A,||B;) + c2 (21,eph,451)-(4,||B,)

Conclusions

FTP commands have been studied by applying ACP rules, syntax
and semantics, proving that the model proposed meet the expected
behaviour for both active and passive FTP working modes.
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